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CaHkT-lNeTepbyprckuii

rocyAapCTBeHHbIN L'I TO Ta KOe

yHUBepCUTeT

W SpbU nHdopmaLmoHHast 6e30nacHOCTb?

NHdopmaymoHHas 6€30nacHOCTb — 3TO COCTOSHNE
3alUMLLEHHOCTM FIMMHOCTMU, ObOLLIeCcTBa U rocyaapcrea
OT BHYTPEHHUX U BHELLHUX MH(POPMALMOHHbIX Yrpos3,
Npu KOTOPOM obecneYynBaroTCA peanusauus
KOHCTUTYLUMOHHLIX MpaB U cBoboAa YyenoBeka

N rpaxkgaHnHa, [OCTOMHbIE Ka4eCTBO U YPOBEHb
XU3HU rpaxpgaH, CyBEPEHUTET, TeppUTOopUarbHas
LLeNOCTHOCTb M YCTOMYMBOE coLManbHO-9KOHOMUYECKOE
pa3Butue Poccumckon degepaummn, obopoHa v
6e3onacHOCTb rocygapcTaa.



s [nga 4yero Heobxogmma
N/ | yHuBepcuTeT
| wwspbury NHJOpMaLMOHHaA 6e30nacHOCTbL?

e 3aWmnTUTb rpaxgaH oT MIHQOPMALMOHHbLIX Yrpo3;
* PeanunsoBaTtb KOHCTUTYLUMOHHbLIE NpaBa 1 cBoboab!;
« ObecneynTb 4OCTONHbLIE KAYECTBO U YPOBEHbL XKNU3HM
rpaxkgaH;
« ObecneunTb 6€30NacHOCTb XN3HU B rocyaapcTBe (Kak

crnencrteue 6esonacHOCTU rocygapcTea ot
MH(OPMAaLIMOHHBLIX Yrpo3)
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CaHkT-lNeTepbyprckuii Ba>KH OCTb

rocyAapCTBeHHbIN
s MHdpopmMaLMOHHON Be30MacHOCTH

[Toyemy B MOHATUM 0ObEAMNHSAETCA 3aLLNLLEHHOCTb
Nn4YHOCTU K rocygapctea? OTBET 3aK4YaeTCcs B TOM,
41O Vb nogpasymeBaeT 3aLMLLEHHOCTb TOMBbKO B TOM
crnyyae, Koraa 3alluileHbl Bce 3 cybbekTa — NMMYHOCTD,
obLLecTBO U rocygapcTeo. B nHom criyyae, ya3BMMOCTb

O HOro cyObekTa BeYeT K NopakeHuto Jpyroro
anemMeHTa. NMpumMmepHo, kak «adbdeKkT AJOMUHOY.



CaHkT-MeTepbyprckuii CO.D'e p)KaH Me

rocyAapCTBeHHbIN

TET | vmapciter MHdpopMaLMOHHON Be30MacHOCTH

CobntogeHne
«UNIPPOBOUN TUITMEHbI»
NO3BONAET rpaxkgaHam
ob6e3onacutb cebsi B o o ™

A6 06 @ PO iy
9By, G AATh OpaBHNa mdbposoii 1

MHTepHeTe, a rocygapcTy L —
B NLLe OpraHoBs *
N OOMKHOCTHbIX L

9(PPEKTUBHO 3allmLLaTb

npasa rpaxnaH,

MWUHUMUN3NPOBATL YLLEPD,

NPUYNHAEMBbIN

NpaBoOHaPYLUEHUSIMUN B CETH.
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CaHkT-lNeTepbyprckuii

rocyAapCTBeHHbI I_I pa BUJ1A « Lu/l(bpo BOI7I TMrMeHbI»

yHUBEpCUTeT
www.spbu.ru

1. He paBanTte cBou Tene@oH HE3HAKOMbIM NOOSM,

KOTOPbIM SIKODbI HY>XHO CPOYHO MO3BOHUTL. Bbl e He
XOTUTE, YTOObI B PYKN HE3HAKOMLIEB Nonarn
pPa3bnoKNpoBaHHbIN TENEFOH?

icnonb3yute AnNnHHbIE U HagdeXHbIe Naponu, a Takke
bromeTputo n AByXdakTOpPHYIO ayTeHTUdMKaUNLO,

0COBEHHO ANA nnaTtexen N OeHeXHbIX NepeBoaoB.
cnonb3oBaHne yooOHbIX KOPOTKUX Maposien MoXeT
MNS10X0 KOHYUTLCS.

MeHbLUe paccka3biBanuTe 0 cebe B MHTEPHETE.
[lymanTte, KOMY U YTO Bbl rOBOPUTE. 3IT0YMbILLTEHHUKA
MOrYT MUCMOSIb30BaTb PacKpbITble BaLLUUMM XKe pyKamu
NMNYHbIE OaHHble, YTODObLI aTakoBaThb Bac.



CaHkT-lNeTepbyprckuii

% rOCyAapPCTBeHHBbIN I_IpaBVIna «L"M(prBOI\;I TUCMEeHbI»
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4.

yHUBEpcuTeT
www.spbu.ru

He npuvHMMaunTe 3anpockl Ha ApYyX0y OT HE3HAaKOMbIX
nogen B counarnbHbiX ceTdax. Kak MUHUMYM, 3TO MOXET
KOHYNTLCSA Banom peknamHoro crnama. [lpo bonee
CKBEPHbIE CLEeHapun NULYT B Tabrnongax Kaxabin
OEHb.

Cneoute 3a TeM, Kakme NpuIioXeHns nonyvaroT Ha
BaLLUMX YCTpOMCTBaAX AOCTYN U K Yemy. HoBoun urpe

COBEpPLLUEHHO He 00A3aTenbHO 3HaTh, e Bbl cenyac
HaxoguTecb UMM UMETb OOCTYN K KaMepe nnu
MUKPOJOOHY.

ObHoBNANTE NMporpamMmmbl 1 ornepaLnoHHbIE CUCTEMbI
Ha BCEX YCTPOMCTBaX (HEe TONbKO MOOUSIbHLIX).
Pa3paboTumkn B HOBbIX BEPCUAX A0OABMAIOT HE TOMbLKO
KpacuBble KHOMKM, HO N 3aKPbIBalOT YS3BMMOCTW.



CaHkT-lNeTepbyprckuii

rocyAapCTBeHHbI I_I pa BUJ1A « Lu/l(bpo BOI7I TMrMeHbI»

yHUBEpCUTeT
www.spbu.ru

C OCTOPOXXHOCTbLIO OTKPbIBanNTE 3MIEKTPOHHbLIE NUcbMa. OTKpbIBaThb
NMCbMa C HEM3BECTHbIX aapPeCcoB — BCE PaBHO, YTO €CTb eay,
KOTOPYIO Hallen Ha ynuue. APdeKT MOXET ObITb CXOXKUM—
3apakeHue.

AKKypaTHEee OTHOCUTECH K MCMONb30BaHUIO NybnnyHbix ceten WiFi
npu obpalleHun kK ceoeMy MobunbHoMy 6aHKy. B ceT rocTuHuL, 1
OPYTMX MECT OTAbIXa YacTo BHEOPSHOTCS NOOUTENN NErKON HAXMBbI.

He ckaunBanTe «nonomMaHHoe» nporpammHoe obecneyeHue

C HEN3BECTHbIX canToB. 3apaxeHune dakTndeckn obecneveHo. [ng
aToro 1 pasmetuatoT Takoe O, HawnuroBaHHOE NOBYLLKaMWN,

a BOBCe He a5 yoobcTBa HauBHbIX NOMb30BaTESEN.

KoHTponupynTe, 4To Ball pebeHOK NOKynaeT B UHTEPHETE — BCE
cpeacTBa Ans 9Toro BCTPOEHLI B COBPEMEHHbIE OrnepaLnOHHbIE
cuctembl. Bbl JormkHbI JaBaTb peOEHKY pa3peLleHmne Ha NOKYMKY
B CETWN B KaXXQOM cnydae. HakoHel, 3aBeguTte Ans aTux ueneun
OTAENbHY AeOETOBYIO KAPTY U MNOMOMHANTE €€ Ha TY CyMMY,
KOTOPYO HE BouTeCh NOTEPSTD.
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Cna-neepypren— [lHDOPMaLMOHHasA 6e30MnacHOCTb

rocyAapCTBeHHbIN
S0 o N «UndppoBaga rurmeHa»

NHdopmaumoHHas 6e3onacHOCTb U «uMdpoBas rmrmeHa»
B3aMMOCBA3aHbl U cnocobcTByOT Baluen 3awwumTe!

[TOMHWUTE, YTO NPECTYNHUKN HE CKIMOHHbI K B3NOMY
AMNEKTPOHHbIX CUCTEM BBMUAOY CITOXHOCTW npouecca. [ns Hux
yooOHee Bcero BOCMNorb30BaTbCs JOBEPUYMBOCTLIO MN0AEN, YTOObI
NoNy4nTb AOCTYN K CPeACcTBaM MHTEpPHET-6aHKa nnn coBepLUIUTb
OT YY>KOro MMEHW NPOTMUBONPAaBHbIE AECTBUS
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CaHkT-lNeTepbyprckuii
rocyAapCTBeHHbIN

bt OnacHocTtn IHTepHeTa

WWW.spbu.ru

npOTI/IBOI'IpaBHaFI AeATENIbHOCTb B MHTepHeTe TakKXe JNexXuTt B

paMKax rpakgaHckon, agMMHUCTPATUBHOW U YrOfTOBHOW
OTBETCTBEHHOCTU. He cTouT aymaTtk, YTO NPOTUBOMNPAaBHbIE
aencteus B UHTepHeTe He MOryT ObITb HakasyemMbl N0 HOpMaMm
Kogekca 06 agMUHUCTPATUBHBLIX NpaBoHapyLweHusax PO nnu
YronoBHoro kogekca P®.




oafbis | CaHkT-MeTep6yprekuit
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Wi yHUBEpCHTET Aﬂ,MI/IHI/ICTpaTI/IBHaFI OTBEeTCTBEHHOCTb
) www.spbu.ru

AOMUHUCTPATUBHbBIM
npaBoHapyLlEeHNeM npu3HaeTcs
NPOTMBONpPaBHOE, BUHOBHOE AENCTBUE
(6espencTeBue) punsnyeckoro nnm
ropuamnyeckoro nuua, 3a kotopoe KoArl
NI 3aKOHaMKn CyObeKToB POCCUNCKON
denepaunm 06 agMNMHNCTPATUBHbIX

/

NpPaBOHaAPYLUEHUAX YCTAHOBJIEHA
AMUHUCTPAaTNBHAA OTBETCTBEHHOCTb».




CaHkT-lNeTepbyprckuii

| Dt AIMUMHMCTPaTMBHAs OTBETCTBEHHOCTb

K- -3 WWW.spbu.ru

Bo3pacT npusneyeHnsa K agMMHUCTPATUBHOW OTBETCTBEHHOCTU
HacTynaeT ¢ 16-1u net. OgHaKko He HYXXHO AyMaTb, YTO 40 Bo3pacTta 16-
TW NET NpaBOHapyLleHne ocTaHeTcs De3HaKka3aHHbIM.

CoBepLUeHHbIE HECOBEPLUEHHONETHUMN aAMUHUCTPATUBHbIE
NpaBoHapyLUEHNS MOTYT MNOBIeYb NPUBIEYEHMNE K OTBETCTBEHHOCTH
poauTenen nnn 3akoHHbIX Npeacrtasuternen no ct. 5.35 KoAl'l PO
«HeucnonHeHne poanTensMn N NHbIMM 3aKOHHLIMM

npeacTaBUTENSAMN HECOBEPLLUEHHONETHUX 00A3aHHOCTEN MO
COAEP)KaHMIO N BOCMIUTAHMUIO HECOBEPLLIEHHOMNMETHNXY.




CaHkT-lNeTepbyprckuii
rocyAapCTBeHHbIN

i A AIMUHUCTPATMBHAs OTBETCTBEHHOCTb

K- -3 WWW.spbu.ru

HekoTopble cocTtaBbl NpaBoHapyLweHnn no KoAl'l PO otHocaTcA B
TOM YUCIE U K AEATENBHOCTU NMtoaen B cetn HTepHET, Hanpumep:

Ctatbs 6.21. [NponaraHga HETPaAAMLMOHHBLIX CEKCyarbHbIX OTHOLLEHUIA
cpean HeECOBEPLLUEHHONETHUX;

Ctatbsa 13.15. 3noynoTtpebneHne ceobogon maccoBon MHOpMaLUK;

Ctatba 13.18. BocnpenatcTsoBaHne yBepeHHOMY NpuemMy paguo- u
Tenenporpamm un paborte cantoB B ceTn «HTepHeT» (DDOS-atakun);

Ctartbsa 20.1. Menkoe XynuraHcTBo;

Ctatbsa 20.3.1. Bo3byxaeHne HeHaBUCTU NNMOO Bpaxdbl, @ PaBHO YHMKEHNE
4YerioBe4yecKoro 4OCTOMHCTBA;




CaHkT-lNeTepbyprckuii
rocyAapCTBeHHbIN

"as‘ yHUBepCUTET ALI,MI/IHI/ICTpaTI/IBHaFl OTBETCTBEHHOCTDb
WWW.spbu.ru

[OencTtBnTenbHO NN « TPOMSIUMHMY KOro-nmbo B IHTEpHETE CTOUT TOrO,
YTOObI OKa3aTbCA Haka3aHHbIM?

He cTtonT BCTynaTtb B arpeccuBHbIe crnopbl B IHTepHETE, Nnbo
3aHMMaTbCA TpaBfien Koro-nnodo. Jlydwe nponrHopmpoBaTh ryrnoe
3amMevyaHune 1 3abnoknpoBaTb UCTOYHUK BECMOKOMNCTBA.

WHTEPHET

AKTbI OCKOPBJIEHMA B COLICETAX BY YT 3ABEPEHBI HOTAPHAJIbHO
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Bo3MoOXHble BMaObI adMUHUCTPATUBHbLIX HAakasaHun no CcT. 3.2. KoAll
P® no ykasaHHbIM cCOCTaBaM agMWHUCTPATUBHbLIX MpaBOHaPYLLUEHWNA:

aAMWHUCTPATUBHLIN LWITpa;

KOHMCKauua npeamMmeTa agMUHUCTPaATUBHOIO NpaBoHapyLLUEeHUS;

oba3aTtenbHble paboThl;

agMUHUCTPATUBHBIN apecT (He NPUMEHSAETCSH K HeCOBEPLLUEHHOETHUM);
OcobeHHOCTb NPUMEHEHUS aAMUHUCTPATUBHOIO WTpada B

KayecTBe BMaa Haka3aHus 3akpenneHa B 4.2 CT. 32.2 KoAll PO n
Bblpa)XaeTcHa B TOM, YTO B Cllydae OTCYTCTBUS Y HECOBEPLUEHHOSIETHETO
caMOCTOATENbHOro 3apaboTka, cymma wTpadda B3bICKUBAETCS C €ro
poauTenen.




g " CaHKT-MeTep6yprekuii
% b sheiigy YronoBHasa OTBETCTBEHHOCTb
) www.spbu.ru

B cooTBeTcTBUMM cO cTaTbén 14 YronoBHoro koaekca P®:

MpecTynneHne — 310 BUHOBHO COBEpPLLEHHOE 0OLLIECTBEHHO
onacHoe aesiHue, 3arnpeLleHHoe YronoBHbIM KOAEeKCOM Nop, Yrpo30W

HaKa3aHuA.
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Bo3pacT npueneyeHua K yronoBHOW OTBETCTBEHHOCTM HACTYMNaET C
16 nert. Npn 3TOM ecTb 0COBEHHOCTN Ha3Ha4YeHUS Haka3aHus
HEeCOBEPLUEHHOSTIETHUM NPECTYMHUKaM.

OpgHako, rno HeKOTOPbIM coCcTaBaM NPECTYMMEHUN OTBETCTBEHHOCTb
HacTynaeT ¢ 14 net. He BCce BUAbl YKa3aHHbIX MPECTYMNI1EHN BO3MOXHO
COBEpLUUTL C NnomoLlbio NHTepHeTa, NO3TOMY NepeyYmncrinm nniulb
HeKoTopble:

BbIMOraTenbCcTBo (cTaTtbst 163);

NPOXOXOeHNe 0by4YeHNd B LENSAX OCYLLECTBIIEHUS TEPPOPUCTUYECKON
neartenbHocTu (ctatba 205.3);

ydyacTme B TEPPOpPUCTUYECKOM coobLuecTBe (YacTb BTopas ctatbn 205.4);
3aBegoMO JTOXXHOe coobuieHne 06 akTe Teppopusma (ctatba 207);

He3aKoHHble NpuobpeTeHne, nepenady, cobIT, XpaHeHne, NepeBo3Ky UMK
HOLLIEHME B3pblBYaTbIX BELLECTB UM B3PbIBHbLIX YCTPOWCTB (CTaThs

222.1).




CaHkT-lNeTepbyprckuii
rocyAapCTBeHHbIN

i A YronoBHasi OTBETCTBEHHOCTb
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HekoTopble cocTaBbl NpaBoHapyLweHun no YK P® moryT ObiTh
CBsA3aHbl C OeATENLHOCTLIO Ntogen B cetn MHTEepHET, HanpuMmep:

Ctatba 110. [loBegeHne go camoybmuncrtea

Ctatbs 151.2. BoBneyeHne HecoBepLLUEHHOMNETHErO B COBEPLLEHNE
OEVUCTBUW, NPeaCcTaBnArLWMX ONAacHOCTb OS5 XKU3HU
HeCOoBEpPLUEHHOSIETHEIO

Ctatbsa 205.2. INybnunyHble Npu3sbIiBbl K OCYLLECTBNEHUIO TEPPOPUCTUYECKOM

nesATenbHOCTU, NyON1MYHoe onpaBaaHne Teppopuama Unu nponaraHaa
Teppopu3ma

Ctatbsa 245. XKecTokoe obpalleHne ¢ KUBOTHbIMU

Ctatbsa 280. [My6nnyHblie Npu3bIBbl K OCYLLECTBIIEHUIO 9KCTPEMUCTCKOMN
0EATENbHOCTU




CaHkT-lNeTepbyprckuii
rocyAapCTBeHHbIN

RO | comercre YronoBHasi OTBETCTBEHHOCTb
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Bo3moXHble BUAbI YrosioBHOM oTBETCTBEHHOCTU Mo CT. 88 YK P® no
yKa3aHHbIM coCTaBaM NPECTYNIeHNH:

nuweHne ceodboabl Ha onpeaesieHHbIN CPOK;
orpaHu4veHune cesoboabl;

LuTpad;

oba3aTtenbHble paboThl;

ncnpaBuUTeNbHble PaboThl;

nmueHune npaBa 3aHMMaTbCA Oﬂpeﬂ,eﬂeHHOVI AEATENIbHOCTbHO,

CTtouT nogymaTb, Npexae YemM NPUCOEANHATLCA K « TPONSINHIY» B
NHTepHETE, NMDO CTaBUTb «JTank» UNU AENUTbLCS pesdyrbratamMu
OECTPYKTUBHOW OEATENMbHOCTU APYrUX Nogen.
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ITAMATKA «PEITIOCTHBIE» CTATbHA
Cnoxunacb cyaebHas

npakTuKa Mo CTaTbsiM 3a el | @ W @

OCYUJECTBNEHMH0 IKCTPEMACTCKOR SERTENBHOCTH

«penocTtbl». CTOUT NOMHUTb, YTO ==
aAMUHUCTPaUMK colceTen el 0, i

APABHO YKHKEHME YENOBEYECKOTO AOCTOMHCTBA
aKTVBHO COTPYOHUYAOT C e
HHTEPHETE ;gg g% :;’6 1-4rop 2o 5ner

NPaBOOXPaAHUTENSIMMN.

[penocTasnsioT w ¥ EOR W @

(COOBLLECTBE

NHdopmMaLUno 0O BpEMEHU BXOAaA, . VvV
C Kakoro ycTpoucTtsa BxoAd obin

BbIMOMHEH 1 oTKyAa. Takke S ‘ \/l /l W
coobLLaeTca Ha Koro e [
3aperucTpmpoBaHa ctpaHmua. B s ‘ W

ATPECCHBHOR BOAHbI

uTore ornepaTtMBHMKaM He s~ o

COCTaBUT HUKAKOIO TpyAda % 2 W @
YCTaHOBUTb JIMMHOCTb aBTOpPa ‘; ,;lm L e

nyonukauun. =

PRAVO.RU
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[MomHuTe! Naxe ecnn Bbl camu He
nMcanu nPoBOKaLMOHHbLIN KOMMEHTAPUW, HO
OH ObINn HanucaH ot Bawero nmeHu, To Bac
TOXE MOryYT NMpuBneYb K OTBETCTBEHHOCTN.
[ToaTomy «unppoBas rMrmeHa» o4YeHb
BaXKHa.

JlerkombicrieHHOe obpalueHue co
CBOMMM NepcoHanbHbIMU AaHHbIMU
(maponamun) genaet Bac n Bawun
nepcoHarbHbIE AaHHbIE OPYANEM B pyKax
HaCTOALWMX NPEeCTYNHUKOB. B aTOM 1
3akrntoyaeTca cyTb «ddppekta JOMUHO» B
B!
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YTobObl 00e3onacutb cebs, cBOUX DNMU3KUX UINN 3HAKOMbIX, MOXXHO
YCTaHOBUTb cneunanbHblie (PUnsTpbl.

[ecTpyKkTuBHbIE MaTepmansbl, a Takke Hebe3onacHble canuTbl NponagyT n3
KOHTEHTA.
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yhwepcirer ICTOYHMKN MHGpOopMaLnm
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Ykas NpesugeHTta PP ot 05.12.2016 N 646 «O0 yTBEpPKAEHUU
[JOKTpUHBI MHOpPMaLMOHHOU Be3onacHOCTU Poccnmckon
denepaynmny;

YronosHbIN kogekc Poccuimnckon ®enepaumnm» ot 13.06.1996 N 63-
d3;

Kogoekc Poccunckon degepaumm o6 agMMHUCTPATUBHbIX
npaBoHapyLweHnsax» ot 30.12.2001 N 195-03;

https://www.forbes.ru/forbes-woman/395719-cifrovaya-qgigiena-
pravila-informacionnoy-bezopasnosti-kotorym-stoit-nauchit;

https://pravo.ru/story/204420/;
KaHyHHukoBa H.[. AOMUHUCTpaTnBHas OTBETCTBEHHOCTb

HecoBepLUeHHONeTHMX B Poccuinckon ®enepauumn //
AgmuHuctpaTtmBHoe npaBo 1 npouecc. 2019. N 4. C. 48 - 50.
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